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learnt and tested for onformane, and subjet to blak-box heking, parallelingresults for �nite-state models. We now outline these results.In a reent paper [4℄, we showed that visibly pushdown languages have a on-gruene based haraterization. However, this ongruene does not yield minimalvisibly pushdown automata, and in fat, unique minimal visibly pushdown au-tomata do not exist in general. The main reason why the minimization resultfails is that when implementing funtions in the automata model there are twohoies available. One option is to have funtion modules that \ompute" thevalue for multiple (or all the) parameters, and then let the aller deide whihresult to pik when the funtion returns. The seond option is for the funtion toonly \ompute" the answer to the spei� parameter with whih it was alled.In [4℄, we showed a minimization result for a speial lass of models. Welooked at visibly pushdown mahines with a modular struture (similar to re-ursive state mahines) whih have the additional property that modules, whenalled, ompute the answers to all parameters and let the aller deide the rightanswer on return. This results in modular, single-entry (i.e., the state the ma-hine enters on funtion alls is the same, no matter what the parameter is)mahines. We showed that for any visibly pushdown language there is a uniqueminimal modular single-entry mahine.The restrition to single-entry mahines is awkward. First they do not orre-spond to program models, as programs typially do not ompute answers to allparameters on funtion alls. Seond, ombining the omputation for multipleparameters an result in requiring a lot more memory, whih in the ontext ofautomata orresponds to larger number of states.The �rst ontribution of this paper is a minimization result of a variant ofmodular VPAs that has multiple entry points in eah module, orrespondingto the multiple parameters. This variant is inspired by the reursive state ma-hine model in two ways: (a) the parameters passed to modules are expliit andvisible, and (b) we demand that when a module is alled, the state but notthe parameter is pushed onto the stak. Requiring that the parameter not bepushed onto the stak is ruial in ahieving a unique minimization result; sinethe program does not \remember" the parameter it alled the module with, itannot hoose the result for a parameter from a ombined result. Thus, we getminimal program models that are more faithful to the semantis of program-ming languages. Tehnially, if we allow automata models that are not omplete(i.e., ertain transitions being disabled from ertain states) then it is possible toenode the parameter in the alling state. Thus our minimization result only ap-plies to omplete models. However, we also show that any inomplete reursivestate mahine model for a program an be translated into a anonial, omplete,reursive state mahine model whih is at most k times larger than the inom-plete model, where k is the maximum number of parameters in any module.This results in an approximate minimization proedure for inomplete RSMsthat transforms a deterministi RSM in polynomial time into one whose size isat most k times the size of the minimal deterministi RSM.



Next, we look at the problem of learning modular VPA models for ontextfree languages. The learning model that we onsider is one where the learningalgorithm is allowed to interat with a knowledgeable teaher who answers twotypes of queries: membership queries, where the learner an ask whether a stringbelongs to the target language, and equivalene queries, where the learner anask whether a hypothesis mahine does indeed reognize exatly the target lan-guage. Learning algorithms identifying mahine models for formal languages insuh a learning framework have reently been extensively used in formal ver-i�ation in a variety of ontexts (see [8, 2, 12, 7, 21, 14, 25℄ for some examples).However, all these appliations use algorithms that learn �nite state modelsbased on the algorithm originally proposed by Angluin [9℄. The reason for thisis beause known learning algorithms apply only to very limited push-downmodels: Chomsky Normal Form grammars with known non-terminals [9℄ (whihorresponds to knowing all the states of a pushdown model and disovering onlythe transitions), and deterministi one-ounter mahines [11℄.Our main result in the ontext of the learning problem is that we an learn thesmallest omplete, deterministi, modular VPA for a language in time whih ispolynomial in the length of the longest ounter-example provided by the teaher,and the size of the smallest mahine model. The algorithm is based on theongruene based haraterization of the minimum mahine that we present inthis paper1.We would like to ontrast this learning algorithm with the impliit one sug-gested by the results of [5, 22℄. The results in [5℄ show that assoiated with everyvisibly pushdown language is the tree language of stak trees whih is regular.Using Sakakibara's algorithm [22℄ one ould learn the deterministi bottom-uptree automaton aepting the language of stak trees, and onvert that to ob-tain a visibly pushdown automaton for the language using the results of [5℄.There are two downsides to using this approah. First, the resulting VPA isnon-deterministi, and one would need to pay the exponential ost in obtaininga deterministi mahine. Seond, even the non-deterministi VPA obtained thushas an awkward struture, as it may not be modular, or have one entry for eahparameter, that we expet of program models.The number of membership and equivalene queries made by our learningalgorithm has the same dependene on the size of the minimal mahine andlength of the longest ounter-example as Angluin's algorithm for learning �nitestate mahines. However, in the ase of regular languages, it is possible for aooperative teaher to present ounter-examples that are linear in the size ofthe smallest deterministi �nite automaton aepting the language. For modularVPAs this is not the ase; one an onstrut examples where the shortest ounter-example is exponential in the size of the smallest modular VPA reognizing thelanguage. However, we observe that the ounter-examples (even if long) are1 The learning, onformane testing, and blak-box heking algorithms in this paperan also be adapted to the ongruene presented in [4℄ to onstrut single-entryVPA models. We present results using the ongruene presented in this paper as webelieve that multiple entry modular VPAs are a more natural and suint model.



highly strutured, and an be suintly represented using an equation system.Our learning algorithm an be shown to have the same running time even whenthe teaher presents suh suint ounter-examples, thus yielding a polynomiallearning algorithm for suh ooperative teahers.We an also PAC learn modular-VPAs with membership queries. The PAClearning with membership queries model [24, 9℄ is a weaker learning framework,where the equivalene queries are replaed by an orale that samples strings(based on any �xed probability distribution) and labels them as either belong-ing to the language or not; the learning algorithm is required to identify theonept \approximately" in polynomial time, using the sampling orale, with\high probability". We an show that one an PAC learn modular VPAs pro-vided one has an orale that samples strings represented suintly using theequational representation. Beause of lak of spae we do not outline the PAClearning algorithm, but the extension to this framework is standard based onour results on learning with a knowledgeable teaher.Next, we study the problem of onformane testing modular VPAs. In thisframework, one is given a blak-box implementation, whose internal transitionstruture is assumed to be unknown. The spei�ation is another mahine, butone whose transition struture is fully known. The objetive in onformanetesting is to onstrut a sequene of test inputs (based on the spei�ation) suhthat if the implementation does not \onform" to the spei�ation, then theimplementation gives a di�erent output than the spei�ation on the test. Typ-ially the notion of \onformane" is taken to be language equivalene, thoughweaker notions suh as ioo have also been explored [23℄. Sine Moore's seminalwork [20℄, there have been many algorithms to generate suh test sequenes;major results are summarized in [16, 13, 19, 18℄ 2. These algorithms onstrutomplete suites (i.e., guaranteed to ath all buggy implementations) when boththe spei�ation and the implementation are known to be �nite state mahines.Further, these algorithms also assume that an a priori bound on the number ofstates of the implementation is known. We extend these results on onformanetesting to the ase when the spei�ation and implementation are modeled asomplete modular VPAs. The size of our test suite and the running time to on-strut the test suite depend on the number of states in the unknown blak-boximplementation, and the onstrution of the test suite relies on our harateri-zation of the minimal modular VPA reognizing a language.Finally, we show how we an apply our results to verify third-party programs.Blak Box Cheking [21℄ is a framework to model hek unknown systems, by �rstlearning the model of the system and then model heking the onstruted model.This framework has been applied to onstrut �nite state models, using Angluin'slearning algorithm and onformane testing algorithms for �nite models. Ourextension to learning and testing boolean programs, allows one to extend thisframework to verify reursive systems.2 The referenes here only talk about algorithms to onstrut omplete test suites,whih is the fous of this paper. There is also extensive work on onstruting inom-plete test suites that ath all bugs in the limit.



An alternative formulation of visibly pushdown automata is nested word au-tomata [6℄, whih are �nite automata (without stak) on words endowed witha nesting relation (orresponding to the nesting relation de�ned between allsand their mathing returns). A nested word automaton an deide the state ata return based on the previous state and the state before its mathing all. Thismodel already has the impliit restrition that at a all the module and param-eter annot be \pushed", and hene onforms to the restrition we introduein this paper. Consequently, all results in this paper also hold for appropriatelyde�ned modular nested word automata.The paper is organized as follows. We �rst introdue the model of modularVPAs and RSMs, along with useful de�nitions and notation. In Setion 3 wepresent our results on the existene of unique, minimal, omplete modular VPAs,and show how these results an be used to onstrut approximately minimalRSM models. After this we fous our attention exlusively on omplete mahines.Our learning algorithm is presented in Setion 4, while our onformane testingresults are presented in Setion 5. Finally, we onlude in Setion 6 by showinghow these results an be ombined to perform blak-box heking.2 PreliminariesIn this setion, we de�ne modular VPAs, and introdue notation that we willuse in the rest of the paper.We model Boolean programs as modular VPAs by modeling eah module asa �nite-state mahine that also allows alls to and returns from other modules:modules representing di�erent proedures are modeled separately, the usage ofstak is impliit in that when a all to a module ours, the loal state of themodule is pushed into the stak automatially, but neither the name of the alledmodule nor the parameter passed is stored in the stak.Let us �x M , a �nite set of modules, with m0 2M as the initial module. Foreahm 2M , let us �x a nonempty �nite set of parameters Pm, with Pm0 = fp0g.A all  is a pair (m; p) where m 2 M n fm0g and p 2 Pm, and denotes theation alling the module m with parameter p (we won't allow the initial moduleto be alled exept at the beginning, and hene (m0; p0) will not be a all). Let�all denote the set of all alls. Let us also �x a �nite set of internal ations �int,and let �ret = frg be the alphabet of returns, ontaining the unique symbol r .Let b� = (�all; �int; �ret) and let � = �all [�int [�ret.De�nition 1 (Modular VPAs). A modular VPA over hM; fPmgm2M ;m0; b�iis a tuple (fQm; fqpmgp2Pm ; Æmgm2M ; F ) where for eah m 2M{ Qm is a �nite set of states. We assume that for m 6= m0, Qm\Qm0 = ;. LetQ = Sm2M Qm denote the set of all states.{ For eah parameter p 2 Pm, qpm is a state assoiated with p; we will all thisthe entry assoiated with the all (m; p).(Note that we do not insist that qpm be di�erent from qp0m, when p 6= p0.){ F � Q0 is the set of �nal states.



{ Æm = hÆmall; Æmint; Æmreti is a triple of transition relations, one for alls, one forinternals and one for returns, where� Æmall � f(q; (n; p); qpn) j q 2 Qm; (n; p) 2 �allg;� Æmint � f(q; a; q0) j q; q0 2 Qm; a 2 �intg;� Æmret � f(q; q0; q00) j q0; q00 2 Qm; q 2 Qg;Notation: We write q (n;p)���! qpn to mean (q; (n; p); qpn) 2 Æmall, q a�! q0 to mean(q; a; q0) 2 Æmint, and q q0�! q00 to mean (q; q0; q00) 2 Æmret.Semantis: A stak is a �nite sequene over Q; let the set of all staks beSt = Q�. A on�guration is any pair (q; �) where q 2 Q, and � 2 St . Let Confdenote the set of all on�gurations, along with the speial on�guration 0.The on�guration graph of a modular VPA is (V;E) where V = Conf andE is the smallest set of �-labeled edges that satis�es:(Initial edge) 0 (m0;p0)�����! (qp0m0 ; �) 2 E.(Internal edges) If (q; �) 2 V (q 2 Qm) and (q; a; q0) 2 Æmint, then (q; �) a�!(q0; �) 2 E.(Call edges) If (q; �) 2 V and q (m;p)���! qpm, then (q; �) (m;p)���! (qpm; �q) 2 E.(Return edges) If (q; �q0) 2 V (q0 2 Qm), and (q; q0; q00) 2 Æmret, then (q; �q0) r�!(q00; �) 2 E.(Note that q00 and q0 belong to the same module m.)A run of A on a word u is a path in the on�guration graph on u. Let � :Conf ��� ! 2Conf be the funtion where �(onf ; u) is the set of on�gurationsreahed at the end of all runs from onf on u in the on�guration graph. Anaepting run of A on u is a run from the initial on�guration 0 that ends ina on�guration whose state is in the �nal set F . A word u is aepted by A ifthere is an aepting run of A on u, i.e. if �(0; u) \ (F � St) 6= ;. The languageof A, L(A), is de�ned as the set of words u 2 �� aepted by A.Let WM be the set of well-mathed words over b�, i.e, the set of all wordsgenerated by the grammar: S ! SrS (for eah  2 �all), S ! aS (for eaha 2 �int), and S ! �. We will denote by w;w0; wi; : : : words in WM . Note thata modular VPA aepts only words that are in f(m0; p0)g:WM (sine the �nalstates are in module m0, and the initial symbol (m0; p0) is not onsidered a all).A word u reahes state q in A if (q; �) 2 �(0; u) for some � 2 St . Note thatif q belongs to module m, then u = u1(m; p)w for some p 2 Pm and w 2 WM .We say that (m; p)w is an aess string for state q in A.A (omplete) modular VPA is said to be deterministi if its transition relationis deterministi, i.e. for eah m 2M :{ 8q 2 Qm; a 2 �int, there is at most one q0 suh that (q; a; q0) 2 Æmint; and{ 8q 2 Q; q0 2 Qm, there is exatly one q00 suh that (q; q0; q00) 2 Æmret.



Note that transitions on alls are always deterministi sine the target state isalways the unique entry state assoiated with the all.A modular VPA is said to be omplete if a transition of every label is enabledfrom every state, i.e. for eah m 2M ,{ for eah q 2 Qm and (n; p) 2 �all, (q; (n; p); qpn) 2 Æmall;{ for eah q 2 Qm and a 2 �int, 9q0 suh that (q; a; q0) 2 Æmint; and{ for eah q 2 Q and q0 2 Qm, 9q00 suh that (q; q0; q00) 2 Æmret.A reursive state mahine (RSM) is a modular VPA with no �nal statesset and where every word that has a run on it an be ompleted to a well-mathed word. More preisely, the language de�ned by an RSM R is the set ofwords u suh that there is a path in the on�guration graph from the initialon�guration, and we require that for every u 2 L(R), there is some word w 2(f(m0; p0)g:WM ) \ L(R), suh that u is a pre�x of w.Let MR be the set of all words with \mathed-returns", i.e. where everyreturn has a mathing all, i.e. MR = fu 2 �� j 9v 2 ��; uv 2WM g. It is easyto see then that the language of an RSM onsists of words in (m0; p0):MR.The size of a modular VPA (or RSM) is the number of states in it; when werefer to minimization, we mean minimizing the number of states.The de�nition of modular VPAs above has been hosen arefully with �nalstates only in the initial module, and disallowing alls to the initial module. Notethat if we did allow �nal states in non-initial modules, then omplete VPAs areless powerful than inomplete ones. For example, if u(m; p) is aepted by aomplete VPA, then u0(m; p) is also aepted by it. An inomplete VPA andisallow the all after u0 and hene rejet u0(m; p). However, inomplete VPAsare too ill behaved in the sense that we an enode parameters into the statebeing pushed at a all in an inomplete VPA, leading minimization results tofail. The fous on omplete VPAs is a subtle and triky restrition that allowsour minimization result to go through.Setion 4 and Setion 5 will onsider only omplete modular VPAs, andshow the learning and onformane testing results for them. In the latter half ofSetion 3, we show how to handle (inomplete) RSMs by using the results foromplete mahines.3 Minimization of VPAs and RSMsMinimization of omplete modular VPAs: In this setion, we will showthat for any omplete modular VPA A, there exists a unique minimal (withrespet to number of states) deterministi modular VPA that aepts the samelanguage as A does. As a orollary, it will follow that deterministi ompletemodular VPAs are as powerful as non-deterministi omplete ones.Lemma 1. For any omplete modular VPA A, there exists a unique minimalomplete modular VPA A0 suh that L(A0) = L(A). Further, given a ompletedeterministi modular VPA A, the unique minimal deterministi modular VPAequivalent to it an be onstruted in polynomial time.
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()Fig. 1. (a) and (b): Two non-isomorphi minimum-state RSMs; ()ompleting the RSM

Proof. (sketh)Let A = (fQm; fqpmgp2Pm ; Æmgm2M ; F )and let L(A) = L. For every m 2 M ,we de�ne an equivalene relation �m onPm�WM whih depends on L (and noton A) as: (p1; w1) �m (p2; w2) i� 8u; v 2��u(m; p1)w1v 2 L i� u(m; p2)w2v 2 LNote that �m is a ongruene inthe sense that if (p1; w1) �m (p2; w2),then for any well-mathed word w,(p1; w1w) �m (p2; w2w).Let [(p; w)℄m denote the equivalenelass of (p; w) with respet to �m. Itan be shown that �m has at most2jQmj equivalene lasses. These equiva-lene lasses orrespond to states of theunique minimal omplete deterministimodular VPA. The details of the on-strution and omplexity, and the proofof minimality an be found in [17℄. utLet A be a omplete modular VPA.For distint states q1; q2 in modulem of A with aess strings (m; p1)w1and (m; p2)w2 respetively, a pair ofstrings (u; v) is a distinguishing test forfq1; q2g if exatly one of u(m; p1)w1vand u(m; p2)w2v is in L(A). By theabove theorem, for a minimal ompletemodular VPA A, there is a set D ofdistinguishing tests suh that for everymodule m and distint states q1; q2 inmodule m of A, there is a distinguishingtest (u; v) 2 D for fq1; q2g. We all suha set D a omplete set of distinguishingtests.Minimization of reursive state mahines: Figure 1 shows two non-isomorphi (inomplete) RSMs that use minimal number of states and aeptthe same language. The all with parameter p1 heks if there are an even num-ber of a's (from the all to the return) while the parameter p2 heks if there arean even number of b's. The �rst mahine proesses the parameters separately,while the seond mahine proesses both parameters and lets the aller hoose



the appropriate result. However, if we restrit to omplete mahines, then wean omplete the �rst mahine by enabling all alls from q0 and q1, to get amodular VPA that aepts the language L0 = fw 2 WM j 8v � w; v 2 Lg 3,where L is the language aepted by the RSM (see Fig. 1(); all edges are notdrawn). However, the seond automaton annot be transformed this way: if weenable the all (m; p2) from q0, then upon returning from a all, we would notknow whether the module was alled with p1 or p2, and hene annot aept theright language.Our strategy for minimizing RSMs is to translate an RSM into a ompletemodular VPA, minimize it, and translate it bak to an RSM. This results in anRSM whose size is at most a fator k of the minimal size possible, where k isbound by the maximum number of parameters in any module of the RSM.Lemma 2. Let R = (fQm; fqpmgp2Pm ; Æmgm2M ) be an RSM and let k be themaximum number of parameters for any module. Then there exists a ompletemodular VPA A suh that L(A) = fw 2WM j 8v � w; v 2 L(R)g. Further, thesize of A is at most k times R, and A is deterministi if R is deterministi.Lemma 3. Let R be an RSM, and let Â be the omplete minimal deterministiautomaton suh that L(Â) = fw 2 WM j 8v � w; v 2 L(R)g. Then thereexists a deterministi RSM R0 with at most the number of states in Â, suh thatL(R0) = L(R).Using the lemmas above and Lemma 1, we an show:Theorem 1. Given a deterministi RSM R, we an ompute in polynomial timean RSM R̂ that aepts the same language, suh that if R0 is any RSM aeptingL(R), then R̂ has at most k times the number of states R0 has.Proof. Given R, we omplete it (using Lemma 2), minimize it (using Lemma 1),and using Lemma 3, build an inomplete RSM R̂ (all this takes polynomialtime). If R0 is another RSM aepting the same language as R does, then itsompletion results in the same language as the ompletion of R, and is at most ktimes size of R0. Sine R̂ was obtained using inompletion of a minimal mahine(and the inompletion proess only removes states), the result follows.4 Learning omplete modular VPAsWe will now onsider the problem of exatly learning a target ontext free lan-guage L (over hM; fPmgm2M ;m0; b�i) by onstruting a omplete, modular VPAfor L from examples of strings in L and those not in L. In our learning model,we will assume that the learning algorithm is interating with a knowledgeableteaher (often alled a minimally adequate teaher) who assists the learner inidentifying L. We an think of the teaher as an orale answering two types ofqueries3 � denotes the pre�x relation on words.



Membership Query The learning algorithm may selet any string x and askwhether x is a member of L.Equivalene Query In suh a query, the algorithm submits a hypothesis RSMbA. If L = L( bA) then the teaher informs the learning algorithm that it hasorretly identi�ed the target language. Otherwise, in response to the query,the learner reeives a ounter-example word (m0; p0)x where x is a well-mathed string and (m0; p0)x 2 (LnL( bA))[ (L( bA)nL). No assumptions aremade about how the ounter-example is hosen. In partiular the ounter-example x maybe piked adversarially.Our goal is to design an algorithm that identi�es L in time whih is polynomial inthe size of the smallest modular VPA reognizing L and the length of the longestounter-example presented to it. The algorithm that we present is very similarto the learning algorithm for regular languages due to Angluin [9℄. However ourpresentation is loser in spirit to the algorithm due to Kearns and Vazirani [15℄.4.1 Overview of algorithmLet A be the smallest, omplete, deterministi, modular VPA that reognizesthe target language L and let size(A) be the number of states of A. Reall fromLemma 1, that the states of A orrespond to the equivalene lasses of �m. Themain idea behind the learning algorithm will be to progressively identify theequivalene lasses of �m; the onstrution of the VPA A from �m will be thesame as that outlined in Lemma 1 (see [17℄).The learning algorithm will proeed in phases. During the exeution, thealgorithm will maintain equivalene relations (not neessarily ongruenes) �mon Pm�WM suh that if (p1; w1) �m (p2; w2) then (p1; w1) �m (p2; w2). In otherwords, �m will always be a re�nement of �m. The algorithm will also ensurethat if it knows (m0; p0)w1 2 L and (m0; p0)w2 62 L, then (p0; w1) 6�m0 (p0; w2).Further the equivalene �m itself will be maintained impliitly using a datastruture alled a lassi�ation forest, suh that deiding if (p1; w1) �m (p2; w2)is eÆient; this is formally stated next. A lassi�ation forest is very similar to alassi�ation tree, introdued by Vazirani and Kearns. Readers unfamiliar withthe Vazirani-Kearns data struture are referred to [17℄.Proposition 1. Given (p1; w1) and (p2; w2), (p1; w1) �m (p2; w2) an be de-ided using O(size(A)) membership queries.In addition to maintaining the equivalene relation �m, the algorithm willmaintain a representative (p; w) for eah equivalene lass [(p; w)℄m of �m. Inwhat follows we will denote the representative of [(p; w)℄m by rep([(p; w)℄m). Inpartiular, the algorithm will ensure that (p0; �) is always among the representa-tives. In eah phase of the algorithm, these representatives will be used to on-strut a hypothesis mahine bA. A module m will have one state orresponding toeah representative rep([(p; w)℄m). The transitions are naturally determined bythe relation�m as follows. On a all symbol (m; p), every state has a transition to



the state rep([(p; �)℄m). On an internal symbol a, a state (p; w) = rep([(p; w)℄m)has a transition to the state rep([(p; wa)℄m). Finally on a return with (p1; w1) =rep([(p1; w1)℄m1) on top of the stak, the state (p2; w2) = rep([(p2; w2)℄m2) hasa transition to the state rep([(p1; w1(m2; p2)w2r)℄m1). Observe that sine �m isnot neessarily a ongruene, the mahine bA depends on the representatives ho-sen. Finally, by using speial data strutures, this mahine an be onstrutedeÆiently from �m and the representatives (details are in [17℄).In eah phase, the algorithm will onstrut the hypothesis mahine bA basedon the urrent �m and representatives. It will then ask an equivalene querywith the mahine bA. If the query has a positive answer, the learning algorithmwill stop and one an show that in this ase �m=�m and that bA is exatly themahine A. On the other hand the equivalene orale may present a ounterexample string w. The algorithm will proess this ounter example to re�ne�m to disover a new equivalene lass of �m. The details of how the ounter-example is proessed is similar to Angluin's algorithm and is skipped in theinterests of spae; the interested reader is referred to [17℄.The overall algorithm is thus as follows. The algorithm starts with a hypothe-sis mahine, where eah module has exatly one state; thus (p1; w1) �m (p2; w2)for any p1; p2; w1; w2. In eah phase the algorithm asks an equivalene querywith the urrent hypothesis, and uses the answer to re�ne the equivalene �mby identifying one more equivalene lass of �m. This proess repeats until thealgorithm has identi�ed all the equivalene lasses of �m. This algorithm an beimplemented eÆiently and this is the main theorem of this setion.Theorem 2. Let L be a language aepted by a omplete, deterministi VPAand let A be the smallest modular VPA aepting L. The learning algorithmidenti�es A by making at most size(A) alls to the equivalene orale, andO(size(A)(size(A) + n)) alls to the membership orale, where n is the lengthof the longest ounter-example returned by the equivalene orale.4.2 Cooperative TeaherThe running time of the learning algorithm presented in the previous setionhas the same dependene on the size of the minimal mahine and the lengthof ounter-examples, as the learning algorithm for regular languages. However,there is one important di�erene. For regular languages, a ooperative teaheran always �nd a ounter-example of length at most size(A) in response toan equivalene query, yielding a polynomial running time in the presene ofooperative teahers. This is, however not the ase for VPAs as the shortestounter-example in response to an equivalene query maybe as long as 2size(A).Thus, even if the ounter-examples are guaranteed to be the shortest possible,the learning algorithm for VPAs will not run in polynomial time.There is, however, one form of ooperative teaher who an assist in learningthe target VPA fast. Observe that even though the shortest ounter-examplemaybe exponentially long, it is typially highly strutured and has a very small,suint representation. Consider an equation system fxi = tigki�1, where xi is a



variable and ti is a well-mathed string over � [ fx1; : : : xi�1g. The variable xkin suh an equation system represents a string over WM that an be obtainedby progressively solving for xi for inreasing values of i, by replaing solutionsfor x1; : : : xi�1. It an be shown that there is an equation system of size at mostsize(A) that represents a ounter-example to any equivalene query. Further,given a ounter-example represented by an equation system (instead of expli-itly), we an proess the ounter example using linearly many (in the size ofthe equation system) membership queries to disover a new state in the hypoth-esis mahine. The details are a straightforward extension of the ideas alreadypresented, and are skipped in the interests of spae.5 Conformane testingWe now desribe the setting for onformane testing. We are given a spei�ationmahine S and a \blak-box" implementation mahine I that are both deter-ministi omplete modular VPAs over hM; fPmgm2M ; �int; �reti. The task is totest whether or not I is equivalent to S, i.e. L(I) = L(S). In order to ahievethis, we make the following assumptions:1. S is minimized and has n states;2. I is equivalent to a deterministi omplete modular VPA that has at mostN states;3. I does not hange during the testing experiment.Note that assumption 1 an be made with no loss of generality, sine thespei�ation S is known, and hene we an assume it is minimized. Assumption 2is neessary in order to guarantee that every state of the implementation isexplored. The need for assumption 3 is obvious.A sample over � is a pair (T+; T�), where T+; T� are �nite subsets of��. A modular VPA A is onsistent with sample (T+; T�) if T+ � L(A) andT� � L(A).De�nition 2. A onformane test for (S; I) is a sample (T+; T�) over � suhthat S is onsistent with (T+; T�) and, for any I satisfying the above assump-tions, I is onsistent with (T+; T�) if and only if L(I) = L(S).Let QS (the states of S) be fq1; q2; : : : ; qng, with aess strings (m1; p1)w1,(m2; p2)w2, : : :, (mn; pn)wn respetively, and let the set of �nal states of S beFS . Assume without loss of generality that the aess string for every entrystate qpm of S is (m; p), and that q1 = qp0m0 . Let QI (the set of states of I) befq̂1; q̂2; : : : ; q̂Ng, let q̂1 = q̂p0m0 , and let the set of �nal states of I be FI .Sine S is minimized and has n states, for I to be equivalent to S it isneessary for I to have at least n distint states. Using the fat that S, be-ing minimized, has a omplete set of distinguishing tests, we onstrut a sam-ple (T+0 ; T�0 ) suh that any modular VPA onsistent with it has at least nstates. Let D be a omplete set of distinguishing tests for S. Hene, for ev-ery distint pair of states qi; qj in module m, there is a distinguishing test



(uij ; vij) 2 D for fqi; qjg. For every i = 1; : : : ; n, let Di = Sjf(uij ; vij)g. De�neT0 = Sni=1fu(mi; pi)wiv j (u; v) 2 Dig. Let T+0 = T0\L(S) and T�0 = T0 nL(S).The following lemma is easy to prove.Lemma 4. If I is onsistent with (T+0 ; T�0 ), then1. for every i 6= j, (mi; pi)wi and (mj ; pj)wj are aess strings for distintstates of I (hene N � n)2. there are aess strings fxigNi=1 for all states of I, where xi = (mi; pi)wi fori = 1; : : : ; n and for i > n, xi is of one of the following forms: xi = ya,where a 2 �int; or xi = yzr, where y; z 2 fx1; x2; : : : ; xi�1g and z 6= x1.Note that every aess string xi of I is of the form (m; p)w for some m 2M;p 2 Pm; w 2 WM . Assume without loss of generality that for eah i, xi isan aess string for q̂i. If I is equivalent to S, it is neessary that for eah i, xiis an aess string of a �nal state of I if and only if xi is an aess string of a�nal state in S. We de�ne a sample (T+1 ; T�1 ) suh that I is onsistent with thissample if this ondition holds.De�ne h : QI ! QS as follows: h(q̂i) = qj i� xi is an aess string for qj inS. De�ne T1 = fxi j i = 1; : : : ; Ng. Let T+1 = T1 \ L(S) and T�1 = T1 nL(S).We immediately have the following lemma:Lemma 5. If I is onsistent with (T+1 ; T�1 ), then for every 1 � i � n, q̂i 2 FIi� h(q̂i) 2 FS .Our goal is to design a sample (T+; T�) suh that if I is onsistent with it,then L(I) = L(S). In view of Lemma 5, it is enough to onstrut a sample suhthat if I is onsistent with it, then for every u 2 MR, h(q̂i) u�!S h(q̂j) wheneverq̂i u�!I q̂j . De�neT2 = Sni=1fuxiav j a 2 �int; (u; v) 2 Dj where h(q̂i) a�!S qjgT3 = Sni;j=1fuxjxirv j (u; v) 2 Dk where h(q̂i) h(q̂j)���!S qkgIt is not hard to see that if I is onsistent with (T2 \ L(S); T2 nL(S)), then forevery a 2 �int, h(q̂i) a�!S h(q̂j) whenever q̂i a�!I q̂j . Similarly, it an be show thatif I is onsistent with (T3 \ L(S); T3 nL(S)), then h(q̂i) h(q̂j)���!S h(q̂k) wheneverq̂i q̂j�!I q̂k. Finally, sine we had assumed that the aess string for eah entrystate qpm of S was (m; p) and xj = (m; p) for some 1 � j � n, it follows thath(q̂pm) = qpm. Hene, h(q̂i) (m;p)���!S h(q̂pm) whenever q̂i (m;p)���!I q̂pm. The followingtheorem now follows.Theorem 3. Let T = T0[T1[T2[T3. If I is onsistent with (T\L(S); T nL(S)),then L(I) = L(S)Proof. By the above observations, for any string u 2 MR, it follows by indutionon the length of u that h(q̂i) u�!S h(q̂j) whenever q̂i u�!I q̂j . Now Lemma 5 impliesthat L(I) = L(S). ut



By the above Theorem, a onformane test (T+; T�) for (S; I) an be on-struted given a omplete set of distinguishing tests D for S, and a set of aessstrings for all states of I. We show how these requirements an be met.Construting a omplete set of distinguishing testsLemma 6. If S is a minimized deterministi omplete modular VPA, a ompleteset of distinguishing tests D an be onstruted e�etively.The proof of the above lemma is presented in the full version [17℄. Let 
 =� [ fxigni=1. The following lemma is a simple orollary to Lemma 6.Lemma 7. A omplete set of distinguishing tests D for S an be represented as�n2� strings in 
�, eah of length O(n2), where n is the number of states of S.Construting aess stringsLet 
 be as de�ned above, and let 
0 = 
[fxn+1; : : : ; xNg. By Lemma 4, if I isonsistent with (T+0 ; T�0 ), there is a system ofN�n equations, eah representableby O(1) symbols in 
0, desribing the set of aess strings for all states in I.There are at most �N j�j+N2�N�n suh systems of equations, at least one ofwhih desribes a orret set of aess strings for I. Assuming j�j is a onstant,a set of aess strings for I an be represented in O(n logn + N2(N�n) logN)spae.6 Blak Box ChekingOur learning algorithm, along with our algorithm to generate onformane tests,an be used in a powerful way to model hek blak-box programs whose stru-ture is unknown. Blak-box heking was introdued in [21℄, and in this frame-work one assumes that while the struture of the system is unknown, it anbe simulated to see if it exhibits ertain behaviors. The main idea is to use amahine learning algorithm to onstrut a model of the program and then usethe onstruted mahine model for veri�ation. Our learning algorithm requiresa teaher to answer both membership and equivalene queries. So in order to useour learning algorithm to onstrut a model of the program, we will need to �nda way to answer these queries. Membership queries orrespond to whether a er-tain sequene of steps is exeuted by the system; thus they an be answered bysimulating the system. Equivalene queries are handled by onstruting a on-formane test. We assume that an a priori upper bound on the size of the modelof the program is known. When the learning algorithm builds a hypothesis ma-hine, we onstrut a onformane test using the hypothesis as the spei�ationand the program as the implementation. If the program behaves the same wayas the onstruted hypothesis, then we have onstruted a faithful model of theprogram. On the other hand, if the program di�ers from the hypothesis, thenthe onformane test gives us the ounter-example needed for the learning algo-rithm to re�ne its hypothesis. Thus, using the learning and testing algorithmspresented here, we an perform blak-box heking of reursive programs.
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